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Abstrac t 
This white paper d isc usses the sec urity c onc erns c onnec ted  w ith KVM-

via -IP remote c ontrol p roduc ts, and  p resents the purpose built sec urity 

a rc hitec ture of the AdderLink IP p roduc t.  
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Introduc tion 
Trad itiona l KVM switc hes enab le KVM (Keyboard , Video monitor, 

Mouse) c onsoles to be switc hed  between a  group  of c omputers thus 

avoid ing the need  to a ttac h a  keyboard , monitor and  mouse to eac h 

c omputer and  saving spac e, c ost and  power. KVM switc hes don’ t 

require any software to be loaded  on the c omputers and  

c onsequently offer simp le-to-use and  robust c omputer management 

tha t c ontinues to work even if the c omputers c rash. The one ma jor 

d rawbac k of this type of tec hnology is tha t the KVM c onsoles must 

have a  d irec t c ab le c onnec tion to the KVM switc h whic h lim its their 

range to a  few hund red  metres.  

 

Remote ac c ess software enab les c omputers to be c ontrolled  from 

anywhere in the world  using a  d ia l-in, network or IP style c onnec tion. 

This type of software is ava ilab le in many flavours but a ll the solutions 

share the same basic  p rinc ip les of opera tion. Software is loaded  onto 

the “ host”  c omputer tha t interc ep ts the video, keyboard  and  mouse 

signa ls. This software c ommunic a tes these signa ls to a  sec ond  software 

p rogram running on a  remote “ viewer”  c omputer in a  manner tha t 

enab les the user of the “ viewer”  c omputer to view and  c ontrol the 

“ host”  c omputer.  These software remote c ontrol systems c an’ t c ope 

with “ boot time”  p rob lems and   don’ t work if the host c omputer 

c rashes.  

 

KVM-via -IP p roduc ts a re the result of c ombining the advantages of 

remote ac c ess software w ith the benefits of KVM tec hnology. Like KVM 

switc hes, KVM-via -IP p roduc ts don’ t require any software to be loaded  

on the host c omputers and  instead  interfac e d irec tly w ith the 

keyboard , monitor and  mouse c onnec tors of the host c omputer or 

KVM switc h. Circ uitry w ithin the KVM-via -IP app lianc e d ig itises the 

inc oming video signa l and  p roc esses it into d ig ita l da ta  tha t is 

c ommunic a ted  to a  viewer p rogram running on a  remote c omputer 

over a  LAN, VPN or pub lic  internet.  

 

The AdderLink IP is an innova tive KVM-via -IP p roduc t designed  to 

add ress the demand ing needs of the enterp rise. The requirement  for 

robust sec urity ranks highly, and  this white paper exp la ins the sec urity 

a rc hitec ture of the p roduc t.  
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Produc t overview 
The AdderLink IP p roduc t is a  standa lone unit, whic h c an be easily 

c onfigured  to a llow loc a l, d ia l-in or remote IP c onnec tions to the ta rget 

host or KVM switc h.  By using the loc a l c onnec tion on the AdderLink IP, 

users c an have both loc a l KVM c onsole ac c ess and  remote IP ac c ess 

to their servers. This mix of loc a l and  remote ac c ess is highly a ttrac tive 

to system administra tors bec ause it enab les them to have d irec t loc a l 

KVM ac c ess to c omputers in their server room whilst a lso enab ling 

ac c ess from their offic e or from any remote loc a tion.  The ab ility to 

simultaneously support IP network and  d ia l-in modem c onnec tions 

offers system administra tors the c onvenienc e of “ in-band ”  ac c ess via  

the network and  the sec urity of reliab le “ out-of-band ”  ac c ess if the IP 

network is d isrup ted .  

 

 

 

 

 

 

 

 

 

 

 

 
 

 

The AdderLink IP imp lements an enhanc ed  VNC server embedded  

within its hardware. VNC is the world -w ide de-fac to standard  for c ross-

p la tform software remote c ontrol and  is the na tura l c hoic e for KVM-via -

IP p roduc ts. VNC is c urrently insta lled  and  in use on many millions of 

c omputers in homes, sma ll enterp rises, government organisa tions, 

sc hools, university c ampuses and  in most la rger c ompanies. An 

enhanc ed  VNC viewer is supp lied  w ith the p roduc t, and  c an a lso be 

insta lled  or d irec tly run from the Rea lVNC web site [1].  In add ition, a  

Java  viewer is embedded  in the p roduc t, and  c an be run by 

c onnec ting a  web b rowser thus avoid ing the need  to insta ll software 

on the remote viewing c omputer.  

KVM c onnec tion from 
Host c omputer  or  
KVM sw itc h output 

Remote 
view er 

Remote 
view er Modem d ia l-in  

IP c onnec tion 

Loc a l KVM c onnec tion 

Remote 
view er 

Ethernet 
IP c onnec tion 
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The need for sec urity 
Trad itiona l KVM switc hes a re inherently very sec ure, requiring physic a l 

ac c ess to the equipment. This c an be c ontrolled  in the c ustomary way 

w ith loc ks and  keys. For users who have a lready ga ined  physic a l 

ac c ess, a  simp le password  system entirely loc a l to the KVM switc h is 

suffic ient to p rovide a  further level of sec ure ac c ess c ontrol to 

ind ividua l users and  groups of users. 

 

Ac c ess c ontrol is a  muc h more worrying and  d iffic ult issue for p roduc ts 

c onnec ting to networks of any kind , from LAN, WAN to VPN and , of 

grea test c onc ern, the pub lic  internet. Where the KVM-via -IP p roduc t is 

used  to remotely ac c ess a  p rivileged  server c onsole, suc h as a  

fileserver,  a  b reac h of sec urity is potentia lly very damaging.  For this 

reason,  fa ith in the KVM-via -IP p roduc t’ s sec urity is hugely important.  

 

Sec urity is often an a fter-thought, bolted  on la te in the development of 

a  p roduc t. But sec urity has a  fundamenta l impac t on the design and  

imp lementa tion of a  c omplete system, and  la te c onsidera tion usua lly 

leads to flaws, loopholes and  c lumsy setup  and  c onfigura tion. Sec urity 

for the AdderLink IP p roduc t was c onsidered  from the outset, and  a  

fully thought out and  forma lly ana lysed  sec urity a rc hitec ture was 

d rawn up  before any imp lementa tion and  integra tion. Drawing on the 

expertise and  advic e of sec urity experts w ithin the Cambridge 

ac ademic  c ommunity, the AdderLink IP meets the c ha lleng ing 

requirements of  internet c onnec ted  p roduc ts.  

 

We now d isc uss the range of sec urity measures inc luded  in the 

AdderLink IP p roduc t whic h in c ombina tion a llow it to be used  with 

c onfidenc e ac ross the most hostile of environments.   

 
Ac c ess c ontrol 
Identific a tion 
All ac c ess to the AdderLinkIP p roduc t, whether loc a l, d ia l-in or internet, 

requires a  va lid  user name and  password .  A p rivileged  user “ admin”  

has c omplete ac c ess to the c onfigura tion and  management of the 

unit. The “ admin”  user c an c rea te other user names whic h a re ab le to 

ga in ac c ess to the host, but have only restric ted  c apab ility to c onfigure 

the unit.  Eac h user p rofile has a  number of c apab ilities whic h c an be 

granted  by the “ admin”  user, inc lud ing the loc a l and  remote ac c ess 
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rights . The tab le of user names and  passwords a re stored  p riva tely and  

sec urely on the unit itself, and  a re not dup lic a ted  or ac c essib le 

externa lly. User names and  passwords  form the last line of defenc e for 

anyone who has ga ined  physic a l or network ac c ess to the unit.  

 

Passwords 
For maximum sec urity, it is important to c hoose strong passwords whic h 

a re not easy to guess. When passwords a re set, the unit w ill test for the 

c ryp tographic  strength of the password  and  d isp lay a  warning if the 

c hosen password  is c onsidered  weak.  Simila rly, a  warning w ill be 

d isp layed  if no password  is set.  The unit imp lements a  stra tegy of 

temporarily loc king out a  user name if there have rec ently been 

repea ted  fa iled  a ttempts to log in. This sc heme effec tively p revents 

automated  b rute forc e a ttac ks from d isc overing passwords by p rob ing.  

 
Logging 
The AdderLink IP p roduc t interna lly stores a  c omprehensive time 

stamped  ac tivity log. This a llows the “ admin”  user to see a  rec ord  of 

power on, reboot and  firmware upgrade events. Ac c ess ac tivity is 

shown in the form of suc c essful or fa iled  log in a ttempts and  inc ludes 

the user name and  the type of ac c ess (loc a l, modem or remote). For 

remote ac c ess, the IP add ress of the remote c omputer is shown. In 

add ition to p rovid ing information about norma l opera tion, logs of this 

kind  offer va luab le d iagnostic s for detec ting and  ana lysing susp ic ious 

ac tivity. 

 

Priva te mode 
A c onvenient fea ture of the AdderLink IP p roduc t is the ab ility for any 

user to temporarily request exc lusive ac c ess to the ta rget host. Other 

users a re loc ked  out for the dura tion, and  a re p resented  w ith a  warning 

message. This fea ture is ava ilab le both loc a lly and  remotely, and  

p rovides add itiona l c omfort when c onfiguring sec ure systems or 

ac c essing sensitive information.  

 
Sc reen loc k 
Further sec urity is p rovided  by a  sc reen loc k whic h w ill automatic a lly 

c ome on a fter a  period  of loc a l keyboard  and  mouse inac tivity, 

p reventing a  sc reen whic h has been left una ttended  from being 

misused .  This fac ility is imp lemented  for loc a l and  remote c onnec tions.  
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Loc al ac c ess method 
Physic a l ac c ess to any equipment p rovides an opportunity for misuse, 

and  desp ite a ll other sec urity measures interna l to the p roduc t, fac ilities 

sec urity is a lways a  vulnerab ility. However, ac c ess to the loc a l KVM 

c onnec tion is p rotec ted  by user name and  password  in the same way 

as for a  remote c onnec tion. In the loc a l c ase, an on sc reen d isp lay 

p rovides the log in d ia log.  For maximum sec urity, the AdderLink IP unit 

c an be p lac ed  in a  highly sec ure and  restric ted  environment, w ith the 

loc a l KVM c onnec tion being b rought out to a  less sec ure environment 

where the user name and  password  c an p rovide strong ac c ess c ontrol. 

 
Dia l- in ac c ess method 
By c onnec ting an externa l modem , the AdderLink IP p roduc t p rovides 

a  remote ac c ess fac ility  via  a  standard  telephone line. Dia l-in ac c ess 

p rovides an inherent first level of sec urity bec ause an a ttac ker would  

need  to know the telephone number to whic h the unit is c onnec ted  in 

order to be ab le to a ttempt to c onnec t.  Unlike an IP network, p rob ing 

the pub lic  telephone network is d iffic ult to automate and  c ostly.  It is 

a lso w idely ac c ep ted  tha t the pub lic  telephone network, and  a  d ia l-in 

c onnec tion is very d iffic ult to snoop  or interc ep t. The unit inc orpora tes 

a  PPP server [2], a llowing an IP c onnec tion to be made using a  

standard  d ia l-in network c onfigura tion from a  remote host. The 

enhanc ed  VNC viewer c an be run over the IP c onnec tion as desc ribed  

below, inc lud ing the full range of enc ryp tion and  authentic a tion 

measures whic h a re inc luded . 

 

IP network ac c ess method 

 The full utility of the AdderLink IP p roduc t bec omes apparent when it is 

c onnec ted  to an IP network.  Sinc e IP networks a re ub iquitous, the 

ta rget host c an potentia lly be c ontrolled  from anywhere in the world , 

and  for c onvenienc e many users expec t to be ab le to ac c ess KVM-via -

IP p roduc ts via  an Internet c onnec tion. This requires a  spec ia l level of 

c a re where sec urity is c onc erned . 

 
Other p roduc t approac hes 
Other KVM-via -IP p roduc ts have imp lemented  sec urity sc hemes based  

a round  HTTPS [3], whic h is used  p rimarily for sec ure web transac tions.  

HTTPS was not spec ific a lly designed  for use w ith KVM-via -IP p roduc ts 

and  c onsequently has some d rawbac ks.  Eac h HTTPS site needs to be 
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issued  with an SSL [4] c ertific a te from an authority suc h as Verisign [5] or 

Thawte [6], whic h has been signed  by them using a  p riva te key.  Web 

b rowsers a re designed  and  built to trust these authorities, and  c an 

verify tha t any c ertific a te p resented  to the b rowser by the HTTPS site is 

signed  by suc h an authority. This is easily done using the authority’ s 

pub lic  key.  

 

To use HTTPS effec tively in a  KVM-via -IP p roduc t, the owner of eac h unit 

would  be required  to ob ta in a  c ertific a te and  c onfigure tha t unit w ith 

the c ertific a te. This represents a  signific ant administra tive and  financ ia l 

overhead , w ith a  c ertific a te typ ic a lly c osting in exc ess of $100 per 

annum.  Furthermore, c ertific a tes a re based  on IP add resses or DNS 

names, and  so a  KVM-via -IP p roduc t would  have to be p reviously 

c onfigured  to have an IP add ress or a  DNS name whic h would  rema in 

sta tic  for the lifetime of the c ertific a te.  In effec t,  it is simp ly not feasib le 

to ob ta in signed  c ertific a tes in p rac tic a l insta lla tions.  

 

Instead , KVM-via -IP p roduc ts whic h use HTTPS c rea te their own self-

signed  SSL c ertific a tes.  When a  b rowser is c onnec ted  to the unit, the 

c ertific a te is shown to the user in a  pop-up  w indow, and  the b rowser 

asks if this c ertific a te is to be trusted  or not.  On the very first 

c onnec tion, this c an be c onsidered  to be an ac c ep tab le polic y. 

Indeed , sec ure remote log in shells suc h as SSH [7] opera te in the same 

manner.  However, it is extremely d iffic ult and  in some c ases impossib le 

to a rrange for b rowsers to c ac he these c ertific a tes and  so the pop-up  

w indow will oc c ur every time the b rowser is c onnec ted  to the unit.  

 

This situa tion is open to “ man in the midd le”  a ttac ks, sinc e it is left to the 

user to visua lly verify tha t a  c ertific a te has not c hanged  between 

suc c essive c onnec tions to the same unit.  Experienc e shows tha t users 

do not take this degree of c a re, and  w ill hab itua lly ac c ep t the new 

c ertific a te.  This is worse than the situa tion w ith SSH, where the 

c ertific a te is c ac hed  in the c omputer’ s file system, and  the user w ill 

c onsider more c arefully the situa tion where the c ertific a te appears to 

have c hanged .  
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AdderLink IP approac h 

For these reasons, the AdderLink IP p roduc t does not rely on HTTPS for 

sec ure ac c ess, and  avoids the c orrespond ing c ertific a te management 

issues. Furthermore, HTTPS and  SSL imp lementa tions a re bulky and  

c omplex, and  c onta in many fea tures whic h a re not relevant to a  

remote ac c ess p roduc t.  The p roduc t embod ies the philosophy of SSH 

and  some c onc ep ts from SSL. A c ustom design and  imp lementa tion 

has enab led  a  very tightly foc used  integra tion, avoid ing many of the 

sec urity loopholes whic h have tended  to p lague the third  party HTTPS 

and  SSH imp lementa tions by virtue of their size and  p lethora  of spurious 

add itiona l func tions. The sec urity imp lementa tion has undergone 

rigorous testing and  eva lua tion through la rge-sc a le dep loyment in a  

number of multina tiona l c ompanies.  

 

First, pub lic  key authentic a tion is c a rried  out w ith 2048 b it RSA 

c ryp tography [8] (extendab le to la rger keys). This involves running a  

key genera tion a lgorithm to genera te a  pa ir of la rge p rimes. The key 

genera tion a lgorithm uses a  number of entropy sourc es from the unit to 

ensure tha t the genera ted  keys a re truly random and  c annot be 

p red ic ted .  Entropy sourc es inc lude keystrokes and  mouse movements, 

whic h the user is required  to p rovide during the key genera tion phase. 

Then, enc ryp tion is c a rried  out using the AES stream c ipher [9] w ith a  

128 b it key, whic h is genera ted  and  exc hanged  sec urely as a  result of 

the authentic a tion phase.  

 

AdderLink IP sec urity spec ific a tion 
The nota tion Pk{m} is used  to ind ic a te tha t a  message m is to be 

enc ryp ted  w ith pub lic  key Pk.  The nota tion Ss{m} ind ic a tes tha t the 

message m is to be enc ryp ted  w ith the symmetric  key Ss.  The symbols 

V and  U a re used  to refer to the viewer and  unit in the p rotoc ol 

exc hange.  First, the unit sends its pub lic  key to the viewer. At this stage, 

the viewer c ompares the unit’ s IP add ress and  pub lic  key aga inst 

va lues stored  in the loc a l file system or reg istry c ac he in order to warn 

the user if it has c hanged  sinc e the p revious ac c ess. 

 

U -> V : PU 

V -> U : PV 
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Then, randomly-genera ted  strings or nonc es N a re genera ted , upon 

whic h to base the session key.  Bec ause these a re enc ryp ted  w ith eac h 

party’ s pub lic  keys, only the holders of the c orrespond ing p riva te keys 

c an ob ta in the nonc es. This p revents an eavesd ropper from 

interc ep ting them.  

 

U -> V : PV{NU} 

V -> U : PU{NV} 

 

128 b it session keys a re c a lc ula ted  based  upon the two nonc e va lues, 

using SHA-1 hashing [10]. 

 

SV2U = H(NV, NU) 

SU2V = H(NU, NV) 

 

Using the new session keys, the AES protoc ol is used  to enc ryp t some 

well-known information (the AdderLink IP uses a  hash of the pub lic  

keys) a llowing both parties to verify tha t the other has c orrec tly 

c a lc ula ted  the session keys.   

 

U-> V : SU2V{H(PU, PV)} 

V -> U : SV2U{H(PV, PU)} 

 

Following this sec ure exc hange of session keys, a ll subsequent message 

exc hanges between unit and  viewer a re simila rly AES enc ryp ted  using 

a  stream c ipher mode to p rovide p rotec tion from in-dep th ana lysis or 

rep lay a ttac ks. The first suc h message exc hange is the unit ac c ess 

c ontrol phase, involving a  user name and  password  being transmitted  

from viewer to unit. 

 

IP add ress filtering 
The unit a llows IP filtering of inc oming pac kets.  This a llows the “ admin”  

user to estab lish a  pa ttern of IP add resses from whic h remote 

c onnec tions w ill be ac c ep ted .  All other a ttempts to c onnec t w ill be 

refused .  This a llows the unit to be c onfigured  to work only on a  spec ific  

IP add ress range, suc h as a  c orpora te LAN.   In another sc enario, it 

a llows ac c ess from spec ified  externa l IP add resses, for example from a  
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system administra tors home.  This fac ility g ives add itiona l c ontrol and   

c omfort when enab ling ac c ess through the c ompany firewa ll.  

Java  viewers 
A Java  viewer downloadab le from the unit itself p rovides a  c onvenient 

method  of ga ining ac c ess w ithout insta lling  any software on the 

remote c omputer.  All b rowsers p rovide a  sa fe exec ution environment 

for the Java  p rogram, whic h p revent it from ac c essing the loc a l file 

system or reg istry. It is therefore impossib le for a  Java  viewer to c ac he 

any c ertific a tes issued  by any KVM-via -IP p roduc t. In the absenc e of 

authority signed  c ertific a tes, Java  viewers a re inherently vulnerab le to 

“ man-in-the-midd le”  a ttac ks.  

 
Firmware upgrade 
It is rec ognised  tha t the unit may oc c asiona lly require upgrad ing to 

introduc e new func tiona lity and  performanc e enhanc ements.   Full 

firmware upgrade is supported  either loc a lly over the seria l port, or 

op tiona lly over the IP network c onnec tion.  It is vita l tha t only c ertified  

upgrades from a  verifiab le sourc e a re downloaded  and  insta lled , and  

the sec urity a rc hitec ture spec ific a lly add resses this p rob lem through 

the use of pub lic / p riva te key d ig ita l signa tures.  

 

All firmware upgrades and  ac c ompanying d ig ita l signa tures a re 

d istributed  by Adder or Rea lVNC.  Firmware upgrades a re b inary, and  

do not require enc ryp tion. The signa ture is c omputed  in two stages. 

First, a  fingerp rint of the b inary is c a lc ula ted  using a   pub lic  SHA-1 hash 

func tion.  The fingerp rint is then signed  using RSA c ryp tography, using 

the AdderLink IP private key known only to Adder and  Rea lVNC.  

 

When a  firmware upgrade and  ac c ompanying d ig ita l signa ture is 

downloaded  , the AdderLink IP p roduc t verifies the authentic ity of the 

2048 b it signa ture using RSA c ryp tography derived  from the AdderLink 

IP public  key, insta lled  a t manufac ture. The resulting fingerp rint c an be 

c hec ked  aga inst the fingerp rint of the downloaded  b inary c a lc ula ted  

using the same SHA-1 hash func tion. 

 

This method  of signing firmware is extremely sec ure, sinc e it is 

c omputa tiona lly infeasib le for a  ma lic ious third -party to c rea te a  b inary 

firmware upgrade with a  matc hing RSA signa ture pa ir.  The threa t of  

having upgrade da ta  spoofed  is thus p revented . 
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Configuration and management 
The AdderLInk IP p roduc t has an elegant and  simp le approac h to unit 

c onfigura tion and  management. Initia l c onfigura tion, for example 

setting up  IP network parameters, is c a rried  out on the loc a l KVM 

c onnec tion by a ttac hing a  monitor and  keyboard . An on-sc reen-

d isp lay p resents a  simp le menu system to lead  to user through the 

nec essary steps. All other c onfigura tion is c a rried  out over the IP 

c onnec tion itself. 

 

Sing le remote c onnec tion 
The key fea ture is to use a  sing le c onnec tion from the remote 

c omputer to the AdderLink IP p roduc t for both the remote c ontrol 

func tion AND for the c onfigura tion menus. This unique c ombina tion of 

interac tive remote c ontrol and  c onfigura tion menus overla id  in a  sing le 

w indow on the remote c omputer sc reen p rovides a  fully integra ted  

and  remarkab ly intuitive user-interfac e. Using a  sing le software 

app lic a tion, the VNC viewer, means tha t there a re no other 

c onfigura tion tools to insta ll and  run separa tely and  no c asc ades of 

d isjointed  and  d issimila r w indows.  By c ontrast, other KVM/ IP p roduc ts 

have separa te app lic a tions and  c onnec tions for remote c ontrol and  

for c onfigura tion. 

 

In add ition to p rovid ing a  c ompletely c onsistent look and  feel, the 

integra ted  approac h simp lifies the management of sec urity by 

requiring only a  sing le IP port to be open through the firewa ll. The 

sec urity a rc hitec ture desc ribed  above make this sing le c hannel sec ure 

and  sa fe. In a  further signific ant simp lific a tion, the AdderLink IP p roduc t 

is ab le to respond  both as a  web server or a  VNC server on the same IP 

port, by auto-sensing the type of c lient c onnec tion. This a llows the user 

to either c onnec t w ith a  web b rowser and  download  and  run the Java  

viewer, or to c onnec t w ith a  na tive VNC viewer insta lled  on the remote 

c omputer. Other KVM-via -IP p roduc ts tend  to have d ifferent ports for 

remote c ontrol p rotoc ol and  for web server, and  require more 

c omplic a ted  c onfigura tion through firewa ll and  routing equipment. 

 

Dep loyment sc enarios 
It is antic ipa ted  tha t there w ill be a  variety of dep loyment sc enarios 

w ith d ifferent sec urity requirements. On a  c ompletely trusted  p riva te 

network, sec urity may not be a  c onc ern and  the most basic  user name 
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and  password  sc heme will suffic e to c ontrol ac c ess to the AdderLink IP. 

On la rger or pub lic  networks, stronger sec urity may be required  and  the 

remote ac c ess stream c an be authentic a ted  and  enc ryp ted  to 

p rovide p rotec tion aga inst a  va riety of a ttac ks inc lud ing snoop ing, 

b rute forc e a ttac ks and  man-in-the-midd le a ttac ks.  Correspond ing ly, 

the AdderLink IP unit c an be c onfigured  to require strong enc ryp tion or 

not, as appropria te for eac h dep loyment.  



 

AdderLink IP Sec urity White Paper  14 

Referenc es 
 
1. http://www.realvnc.com, RealVNC website 
2. http://www.ietf.org/rfc/rfc1332.txt, PPP protocol 
3. http://www.ietf.org/rfc/rfc2616.txt , HTTP/HTTPS protocol 
4. http://wp.netscape.com/eng/ssl3/draft302.txt, SSL protocol 
5. http://www.verisign.com, trusted certificate authority 
6. http://www.thawte.com, trusted certificate authority 
7. http://www.ietf.org/internet-drafts/draft-ietf-secsh-architecture-15.txt, 

SSH protocol  
8. http://www.faqs.org/rfcs/rfc2437.html, RSA cryptography specifications  
9. http://csrc.nist.gov/CryptoToolkit/aes/rijndael/, AES specification 
10. http://www.ietf.org/rfc/rfc3174.txt, SHA-1 specification 
 


