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Abstract
Thiswhite paperdiscussesthe security concernsconnected with KVM-

via-IPremote control products, and presentsthe purpose built security
architecture of the AdderLink IP product.
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Introduction
Traditional KVM switchesenable KVM (Keyboard, Video monitor,

Mouse) consolesto be switched between a group of computersthus
avoiding the need to attach a keyboard, monitorand mouse to each
computerand saving space, cost and power. KVM switchesdon’t
require any software to be loaded on the computersand
consequently offer smple-to-use and robust computer management
that continuesto work even if the computerscrash. The one major
drawback of thistype of technology isthat the KVM consoles must
have a direct cable connection to the KVM switch which limitstheir
range to a few hundred metres.

Remote accesssoftware enablescomputersto be controlled from
anywhere in the world using a dial-in, network or IP style connection.
Thistype of software isavailable in many flavoursbut all the solutions
share the same basic principlesof operation. Software isloaded onto
the “host” computerthat interceptsthe video, keyboard and mouse
sgnals. Thissoftware communicatesthese signalsto a second software
program running on a remote “viewer’ computerin a manner that
enablesthe user of the “viewer” computerto view and control the
“host” computer. These software remote control systemscan’tcope
with “boot time” problemsand don’t work if the host computer
crashes.

KVM-via-IP productsare the result of combining the advantagesof
remote accesssoftware with the benefitsof KVM technology. Like KVM
switches, KVM-via-IP productsdon’t require any software to be loaded
on the host computersand instead interface directly with the
keyboard, monitorand mouse connectorsof the host computeror
KVM switch. Circuitry within the KVM-via-IP appliance digitisesthe
incoming video signal and processesitinto digital data thatis
communicated to a viewer program running on a remote computer
over a LAN, VPN or public internet.

The AdderLink IPisan innovative KVM-via-IP product designed to
addressthe demanding needsof the enterprise. The requirement for
robust security ranks highly, and thiswhite paper explainsthe security
architecture of the product.

AdderLink IP Security White Paper 3



Product overview
The AdderLink IP productisa standalone unit, which can be easily

configured to allow local, dial-in orremote IP connectionsto the target
host or KYM switch. By using the local connection on the AdderLink IP,
userscan have both local KVYM console accessand remote IPaccess
to their servers. Thismix of local and remote accessishighly attractive
to system administratorsbecause it enablesthem to have directlocal
KVM accessto computersin their server room whilst also enabling
accessfrom their office orfrom any remote location. The ability to
smultaneously support IP network and dial-in modem connections
offerssystem administratorsthe convenience of “in-band” accessvia
the network and the security of reliable “out-of-band” accessif the IP
network isdisrupted.

Local KVM connection
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KVM connection from Ethemet
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The Adderlink IPimplementsan enhanced VNC serverembedded
within itshardware. VNC isthe world-wide de-facto standard for cross-
platform software remote control and isthe natural choice for KVYM-via-
IP products. VNC iscurrently installed and in use on many millions of
computersin homes, small enterprises, government organisations,
schools, universty campusesand in most largercompanies. An
enhanced VNC viewerissupplied with the product, and can also be
installed ordirectly run from the RealVNC web ste [1]. In addition, a
Java viewerisembedded in the product,and can be run by
connecting a web browserthusavoiding the need to install software
on the remote viewing computer.
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The need for security
Traditional KVM switchesare inherently very secure, requiring physical

accessto the equipment. Thiscan be controlled in the customary way
with locksand keys. Foruserswho have already gained physical
access, a smple password system entirely local to the KVM switch is
sufficient to provide a further level of secure accesscontrol to
individual usersand groupsof users.

Accesscontrolisa much more worrying and difficult issue for products
connecting to networksof any kind, from LAN, WAN to VPN and, of
greatest concern, the public internet. Where the KVM-via-IP product is
used to remotely accessa privileged serverconsole, such asa
fileserver, a breach of security ispotentially very damaging. For this
reason, faith in the KVM-via-IP product’ssecurity ishugely important.

Security isoften an after-thought, bolted on late in the development of
a product. But security hasa fundamental impact on the design and
implementation of a complete system, and late consideration usually
leadsto flaws, loopholesand clumsy setup and configuration. Security
forthe AdderLink IPproduct wasconsdered from the outset, and a
fully thought out and formally analysed security architecture was
drawn up before any implementation and integration. Drawing on the
expertise and advice of security expertswithin the Cambridge
academic community, the AdderLink IP meetsthe challenging
requirementsof internet connected products.

We now discussthe range of security measuresincluded in the
AdderLink IPproduct which in combination allow it to be used with
confidence acrossthe most hostile of environments.

Access control
Id entification
Allaccessto the AdderLinklP product, whetherlocal, dial-in or internet,

requiresa valid username and password. A privileged user“admin”
hascomplete accessto the configuration and management of the
unit. The “admin” user can create otherusernameswhich are able to
gain accessto the host, but have only restricted capability to configure
the unit. Each user profile hasa number of capabilitieswhich can be
granted by the “admin” user, including the local and remote access
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rights. The table of usernamesand passwordsare stored privately and
securely on the unit itself, and are not duplicated oraccessble
externally. Usernamesand passwords form the last line of defence for
anyone who hasgained physical or network accessto the unit.

Passwords
For maximum security, it isimportant to choose strong passwordswhich

are not easy to guess. When passwordsare set, the unit will test for the
cryptographic strength of the password and display a warning if the
chosen password isconsdered weak. Smilarly, a warning willbe
displayed if no password isset. The unitimplementsa strategy of
temporarily locking out a user name if there have recently been
repeated failed attemptsto login. Thisscheme effectively prevents
automated brute force attacksfrom discovering passwordsby probing.

Logging
The AdderLlink IP productinternally storesa comprehensive time

stamped activity log. Thisallowsthe “admin” userto see a record of
poweron, reboot and firmware upgrade events. Accessactivity is
shown in the form of successful or failed login attemptsand includes
the username and the type of access(local, modem orremote). For
remote access, the IPaddressof the remote computerisshown. In
addition to providing information about normal operation, logs of this
kind offer valuable diagnosticsfor detecting and analysing suspicious
activity.

Private mode
A convenient feature of the AdderLink IP product isthe ability for any

userto temporarily request exclusive accessto the target host. Other
usersare locked out forthe duration, and are presented with a warning
message. Thisfeature isavailable both locally and remotely, and
providesadditional comfort when configuring secure systemsor
accessing senstive information.

Sreen lock
Further security isprovided by a screen lock which will automatically

come on aftera period of local keyboard and mouse inactivity,
preventing a screen which hasbeen left unattended from being
misused. Thisfacility isimplemented forlocaland remote connections.
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Local access method
Physical accessto any equipment providesan opportunity for misuse,

and degpite all other security measuresinternal to the product, facilities
security isalwaysa vulnerability. However, accessto the local KVM
connection isprotected by username and password in the same way
asfora remote connection. In the local case, an on screen display
providesthe login dialog. For maximum security, the AdderLink IP unit
can be placed in a highly secure and restricted environment, with the
local KVM connection being brought out to a lesssecure environment
where the username and password can provide strong accesscontrol.

Dial-in access method
By connecting an external modem , the AdderLink IPproduct provides

a remote accessfacility via a standard telephone line. Dial-in access
providesan inherent first level of security because an attacker would
need to know the telephone numberto which the unitisconnected in
orderto be able to attempt to connect. Unlike an IP network, probing
the public telephone network isdifficult to automate and costly. Itis
also widely accepted that the public telephone network, and a dial-in
connection isvery difficult to snoop orintercept. The unit incorporates
a PPP server[2], allowing an IPconnection to be made using a
standard dial-in network configuration from a remote host. The
enhanced VNC viewercan be run overthe IPconnection asdescribed
below, including the fullrange of encryption and authentication
measureswhich are included.

IPnetwork access method
The full utility of the AdderLink IPproduct becomesapparentwhen itis

connected to an IPnetwork. Snce IP networksare ubiquitous, the
target host can potentially be controlled from anywhere in the world,
and forconvenience many usersexpectto be able to accessKVM-via-
IP productsvia an Internet connection. Thisrequiresa special level of
care where security isconcerned.

Otherproduct approaches
Other KVM-via-IP productshave implemented security schemesbased

around HTIPS[3], which isused primarily for secure web transactions.
HTIPSwasnot specifically designed for use with KVM-via-IP products
and consequently hassome drawbacks. Each HTIPSsite needsto be
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issued with an SS.[4] certificate from an authority such asVerisign [5] or
Thawte [6], which hasbeen signed by them using a private key. Web
browsersare designed and built to trust these authorities, and can
verify that any certificate presented to the browser by the HTTPS site is
sgned by such an authority. Thisiseaslly done using the authority’s
public key.

To use HTTPSeffectively in a KVM-via-IP product, the owner of each unit
would be required to obtain a certificate and configure that unit with
the certificate. Thisrepresentsa significant ad ministrative and financial
overhead, with a certificate typically costing in excessof $100 per
annum. Furthermore, certificatesare based on IPaddressesor DNS
names, and so a KVM-via-IP product would have to be previously
configured to have an IPaddressora DNSname which would remain
static for the lifetime of the certificate. In effect, itissmply not feasble
to obtain signed certificatesin practical installations.

Instead, KVM-via-IP productswhich use HTTPScreate theirown self-
signed SS.certificates. When a browserisconnected to the unit, the
certificate isshown to the userin a pop-up window, and the browser
asksif thiscertificate isto be trusted or not. On the very first
connection, thiscan be considered to be an acceptable policy.
Indeed, secure remote login shellssuch asSSH [7] operate in the same
manner. However, it isextremely difficult and in some casesimpossble
to arrange forbrowsersto cache these certificatesand so the pop-up
window willoccur every time the browserisconnected to the unit.

Thisstuation isopen to “man in the middle” attacks, since it isleft to the
userto visually verify that a certificate hasnot changed between
successve connectionsto the same unit. Experience showsthat users
do not take thisdegree of care, and will habitually accept the new
certificate. Thisisworse than the situation with SSH, where the
certificate iscached in the computer sfile system, and the user will
consider more carefully the situation where the certificate appearsto
have changed.
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AdderLink IPapproach
Forthese reasons, the AdderLink IPproduct doesnot rely on HTIPSfor

secure access, and avoidsthe corresponding certificate management
issues. Furthermore, HTIPSand SS.implementationsare bulky and
complex, and contain many featureswhich are not relevant to a
remote accessproduct. The product embodiesthe philosophy of SSH
and some conceptsfrom SSL. A custom design and implementation
hasenabled a very tightly focused integration, avoiding many of the
security loopholeswhich have tended to plague the third party HTTPS
and SSHimplementationsby virtue of their size and plethora of spurious
additional functions. The security implementation hasundergone
rigoroustesting and evaluation through large-scale deploymentin a
number of multinational companies.

Hrst, public key authentication iscarried out with 2048 bit RSA
cryptography [8] (extendable to larger keys). Thisinvolvesrunning a
key generation algorithm to generate a pairof large primes. The key
generation algorithm usesa number of entropy sourcesfrom the unit to
ensure that the generated keysare truly random and cannotbe
predicted. Entropy sourcesinclude keystrokesand mouse movements,
which the userisrequired to provide during the key generation phase.
Then, encryption iscarried out using the AESstream cipher[9] with a
128 bit key, which isgenerated and exchanged securely asa result of
the authentication phase.

AdderlLnk IP security specification
The notation Pi{m} isused to indicate that a message misto be

encrypted with public key P«. The notation S{m} indicatesthat the
message m isto be encrypted with the symmetric key Ss. The symbols
V and Uare used to referto the viewer and unit in the protocol
exchange. Hrst, the unit sendsitspublic key to the viewer. At thisstage,
the viewercomparesthe unit’'sIiPaddressand public key against
valuesstored in the local file system orregistry cache in orderto warn
the userifit haschanged since the previousaccess.

U->V: Py
V->U:Py
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Then, randomly-generated stringsornoncesN are generated, upon
which to base the session key. Because these are encrypted with each
party’spublic keys, only the holdersof the corresponding private keys
can obtain the nonces. Thispreventsan eavesdropper from
intercepting them.

U->V:P/{Nu}
V -> U: Py{Nv}

128 bit session keysare calculated based upon the two nonce values,
using SHA-1 hashing [10].

Sv2u = H(Nv, Nu)
Suev = H(Nu, Nv)

Using the new session keys, the AESprotocolisused to encrypt some
well-known information (the AdderLink IP usesa hash of the public
keys) allowing both partiesto verify that the other hascorrectly
calculated the sesson keys.

U->V : Spev{H(Py, Pv)}
V ->U: Svau{H(Pv, Pu)}

Following thissecure exchange of session keys, all subsequent message
exchangesbetween unit and viewer are smilarly AESencrypted using
a stream ciphermode to provide protection from in-depth analysisor
replay attacks. The first such message exchange isthe unit access
control phase, involving a username and password being transmitted
from viewer to unit.

IP addressfiltering
The unit allows IP filtering of incoming packets. Thisallowsthe “admin”

userto establish a pattern of IPaddressesfrom which remote
connectionswillbe accepted. Allotherattemptsto connectwillbe
refused. Thisallowsthe unitto be configured to work only on a specific
IPaddressrange, such asa corporate LAN. In another scenario, it
allowsaccessfrom specified external IPaddresses, forexample from a
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system administratorshome. Thisfacility givesadditional control and
comfort when enabling accessthrough the company firewall.

Java viewers
A Java viewerdownloadable from the unit itself providesa convenient

method of gaining accesswithout installing any software on the
remote computer. Allbrowsersprovide a safe execution environment
forthe Java program, which prevent it from accessng the local file
system orregqistry. It istherefore impossble fora Java viewerto cache
any certificatesissued by any KVM-via-IP product. In the absence of
authority signed certificates, Java viewersare inherently vulnerable to
“man-in-the-middle” attacks.

Hrmware upgrade
It isrecognised that the unit may occasionally require upgrading to

introduce new functionality and performance enhancements. Full
firmware upgrade issupported eitherlocally overthe serial port, or
optionally overthe IP network connection. Itisvital that only certified
upgradesfrom a verifiable source are downloaded and installed, and
the security architecture specifically addressesthisproblem through
the use of public/private key digital sgnatures.

All firmware upgradesand accompanying digital sgnaturesare
distributed by Adderor RealVNC. Frmware upgradesare binary, and
do not require encryption. The signature iscomputed in two stages.
Frst, a fingerprint of the binary iscalculated using a public SHA-1 hash
function. The fingerprintisthen signed using RSA cryptography, using
the AdderLink IP private key known only to Adderand RealVNC.

When a firmware upgrade and accompanying digital sgnature is
downloaded , the AdderLink IP product verifiesthe authenticity of the
2048 bit signature using RSA cryptography derived from the AdderLink
IPpublic key, installed at manufacture. The resulting fingerprint can be
checked against the fingerprint of the downloaded binary calculated
using the same SHA-1 hash function.

Thismethod of signing firmware isextremely secure, since itis
computationally infeasble fora maliciousthird-party to create a binary
fiimware upgrade with a matching RSA signature pair. The threat of
having upgrade data spoofed isthusprevented.
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Configuration and management
The AdderLink IP product hasan elegant and smple approach to unit

configuration and management. Initial configuration, forexample
setting up IP network parameters, iscarried out on the local KVM
connection by attaching a monitorand keyboard. An on-screen-
display presentsa smple menu system to lead to userthrough the
necessary steps. All other configuration iscarried out over the IP
connection itself.

Sngle remote connection
The key feature isto use a single connection from the remote

computerto the AdderLink IP product for both the remote control
function AND for the configuration menus. Thisunique combination of
interactive remote control and configuration menusoverlaid in a single
window on the remote computer screen providesa fully integrated
and remarkably intuitive user-interface. Using a single software
application, the VNC viewer, meansthat there are no other
configuration toolsto install and run separately and no cascadesof
digointed and dissimilar windows. By contrast, other KYM/IP products
have separate applicationsand connectionsforremote control and
for configuration.

In addition to providing a completely consistent look and feel, the
integrated approach smplifiesthe management of security by
requiring only a single IP portto be open through the firewall. The
security architecture described above make thissingle channel secure
and safe. In a further significant smplification, the AdderLink IP product
isable to respond both asa web serverora VNC serveron the same IP
port, by auto-sensing the type of client connection. Thisallowsthe user
to eitherconnect with a web browserand download and run the Java
viewer, orto connect with a native VNC viewer installed on the remote
computer. Other KVM-via-IP productstend to have different portsfor
remote control protocol and forweb server, and require more
complicated configuration through firewall and routing equipment.

Deployment scenarios
It isanticipated that there willbe a variety of deployment scenarios

with different security requirements. On a completely trusted private
network, security may not be a concern and the most basic username
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and password scheme will suffice to control accessto the AdderLink IP.
On largeror public networks, stronger security may be required and the
remote accessstream can be authenticated and encrypted to
provide protection against a variety of attacksincluding snooping,
brute force attacksand man-in-the-middle attacks. Correspondingly,
the AdderLink IP unit can be configured to require strong encryption or
not, asappropriate foreach deployment.
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